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Configuring Ruckus Wireless LAN Controllers to
Integrate With Cloudpath

Configuring the Ruckus Wireless Controllers

This document describes how to configure the Ruckus Zone Director and SmartZone controllers to
integrate with the Cloudpath system, and includes the following steps:

*Set up Cloudpath as an AAA Authentication Server
e Create AAA Accounting Server (Optional)

¢ Create Hotspot Services

¢ Set Up the Walled Garden

¢ Create the Onboarding SSID

¢ Create the Secure SSID

Set up Cloudpath as an AAA Authentication Server

Create AAA authentication and accounting servers for the Cloudpath onboard RADIUS server. The
following images show this configuration on the Ruckus Zone Director and SmartZone controllers.

FIGURE 1. Create AAA Authentication Server on Zone Director

Name |R-20nboard| |

Type () Active Directory ) LDAP ® RaADIUS () RADIUS Accounting ) TACACS+
Auth Method ® pap O cHAP

Backup RADIUS [") Enable Backup RADIUS support
IP Address* 192.168.5.73

ports

Shared Secret* [eersesee |
Confirm Secret* [eersesee |

Retry Policy

Reguest Timeout* 3 seconds
Max Number of Retries* |2 ftimes

n: . Cancel .
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FIGURE 2. Create AAA Authentication Server SmartZone

[=] General Options

Name: * |Lab AAA Auth

Description:

Type: * (@ RADIUS

Backup RADIUS: [] Enable Secondary Server

[= Primary Server

IP Address: *72.18.151.76
Port: * 1812

Shared Secret: * | eerannns
Confirm Secret: RETTTr

| Apply | Cancel |

Enter the following values for the Authentication Server:
1. Name

2. Type = RADIUS

3. Auth Method = PAP

4. |IP address = The IP address of the Cloudpath ES.

5. Port=1812

6

. Shared Secret = This must match the shared secret for the Cloudpath ES onboard RADIUS server.
(Configuration > RADIUS Server).

7. Leave the default values for the remaining fields.

Create AAA Accounting Server (Optional)

Use the same process to create the AAA Accounting Server.
Enter the following values for the Accounting Server:

1. Name

2. Type = RADIUS

3. Auth Method = PAP

4. |IP address = The IP address of the Cloudpath ES.

5. Port=1813

Note >>
The Authentication server uses port 1812. The Accounting server uses port 1813.

2
+1303.647.1495 | +44(01)161.261.1400 | support@cloudpath.net | www.ruckuswireless.com | ©2017 Ruckus Wireless, Inc.



Configuring Ruckus Wireless LAN Controllers to Integrate With Cloudpath

6. Shared Secret = This must match the shared secret for the Cloudpath ES onboard RADIUS server.
(Configuration > RADIUS Server).

7. Leave the default values for the remaining fields.
Run Authentication Test

You can test the connection between the controller and the Cloudpath ES RADIUS server.

At the bottom of the AAA server page, there is a section called Test Authentication/Accounting
Servers Settings.

FIGURE 3. Authentication Test Zone Director

Retry Policy
Request Timeout* 3 seconds
Max Number of Retries* |7 times
OK || Cancel
delete | €31-32 (32) 63
Search terms * |nclude all terms Include any of these terms

Test Authentication/Accounting Servers Settings

ou may test vour authentication servwer settings by providing a user name and passwerd hers. Groups to which the wser belongs will be returned and you can use them
to configure the role.

Test Against| Local Database T

User Name

Password Show Password
Test

Enter a test User Name and Password and click the Test button on the bottom right of the page.
If you run the authentication test on the controller, you can get one of these responses:

a) Failed! Connection timed out

b) Failed! Invalid username and password

c) Authentication Failed

If you receive:
Failed! Invalid username or password

This means that connectivity was established.

On the SmartZone controller, you are prompted to Test Authentication when you save a configuration
for an AAA Authentication server.
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FIGURE 4. Authentication Test SmartZone

Test AAA Servers (-]
Name: * |Lab AAA Auth v

User Name: * |bab

Password: * | - |

Show password

Tes | Concer |

Create Hotspot Services

Enter the following values for the Hotspot Service:
1. Navigate to Hotspot Services (Hotspot WISPr on SmartZone).
2. Name the Hotspot Service.

FIGURE 5. Create Hotspot Service on Zone Director

Editing (Lab Hotspot Services)
Name Lab Hotspot Services
Redirection
WISPr Smart Client Support ® None ) Enabled ' Only WISPr Smart Client allowed
Login Page* Redirect unauthenticated user to
https: //training . cloudpath. net/ enrcll/ AnnaTest/ Production. fer authenticatien.
Start Page After user is authenticated,
) redirect to the URL that the user intends to visit.
redirect to the following URL:
User Session
Session Timeout Terminate user session after | 1440 minutes
et Allows users to reconnect with out re-authentication for (30 minutes
Authentication/Accounting Servers
Authentication Server Lab AAA Auth v

) Enable MAC authentication bypass(ne redirection).

® Use devioe MAC address as authentication password.

Use as authentication password.
MAL Address Format | aabbecddeef? v
Accounting Server Lab AAA Acct. ¥ | Send Interim-Update svery |5 minutes

‘Wireless Client Isolation

Isolate wireless client traffic from other clients on the same AP.
Isolate wireless client traffic from all hosts on the same VLAN/subnet.
No WhiteList v
(Requires whitslist for gateway and other allowed hosts_}
Location Information
Walled Garden
Restricted Subnet Access

Advanced Options

0K || Cancel
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FIGURE 6. Create Hotspot WISPr on SmartZone

Lab Hotspot Services

El General Options

Portal Name:
Portal Description:

* | Lab Hotspot Services

[ Redirection

Smart Client Support: @ None
Enable

' Only Smart Client Allowed
Logon URL: Internal

@) External

Redirect unauthenticated user to the URL for authentication. * | https: / /training. cloudpath. net/ enroll/ TrainingTest/ Production/ redit

Redirected MAC Format: * | AA:BB:CC:DD:EE:FF

Start Page: After user is authenticated,

@) Redirect to the URL that user intends to wisit.

v | (format used for including client's MAC inside redirected URL reguest)

[E User Session

Session Timeout:

Grace Period:

[l Location Information
Location 1D:

Location Name:

[ Walled Garden

Apply Cancel

Redirect to the fellowing URL:

Minutes (2-14400)

60 Minutes (1-14399)

(example: isocc=us,co=1,ac=408 network=ACMEWISP_NewarkAirport)

(example: ACMEWISP,Gate_14_Terminal_C_of_Newark_aAirport)

3. Point the unauthenticated user to the Cloudpath Enrollment Portal URL, which can be found on the
Cloudpath Admin Ul Configuration > Workflows page, in the Workflows table.

o o &

Check Redirect to the URL that the user intends to visit.
Select the Cloudpath RADIUS Authentication Server (ZoneDirector only).
Enable MAC authentication bypass redirection (ZoneDirector only).

7. Select Use device MAC address as authentication password.

8. Select the Cloudpath RADIUS Accounting Server (ZoneDirector only).

9. Leave the defaults for the remaining settings. Click OK.

Set Up the Walled Garden

Enter the following values for the Walled Garden:

1. On the Hotspot Service > Configure page, scroll to the bottom to the Walled Garden section below
the Hotspot Service configuration created in the previous section.

+1303.647.1495

| +44(01) 161.261.1400
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FIGURE 7. Walled Garden Configuration for Zone Director
=] Walled Garden

Unauthenticated users are allowed to access the following destinations:
(e.g. *.mydomain.com mydomain.com, *. mydomain.t,192.168.1.1:80, 192.168.1.1/24 or 192.168.1.1:80/24)

Order Destination Address Action

1 72.18.151.78 Edit Clone
Create Hew Delete
Restricted Subnet Access
[# Advanced Options
| 0K || cancel
FIGURE 8. Walled Garden Configuration for SmartZone

= Walled Garden
‘Walled Garden =
Entry *
[F]1 Walled Garden Entry
[F1| 72.18.151.76 o

Unauthenticated users are allowsd to access the following destinations.
Format:
_IP{eg. 10.11.12.13)
- IP Range (2.g. 10.11.12.13-10.11.12.15)
- CIDR (e.g. 10.11.12.100/28)
- |P and mask (e.g. 10.11.12.13 255.255.255.0)
- Precise web site (e.g. www.ruckus.com)
- Web site with special regular expression like
- *.amazon.com
- *.com

2. Include the DNS or IP address of the Cloudpath system and Save (or Apply)

Create the Onboarding SSID

Enter the following values for the onboarding SSID:
1. Name the SSID.

2. Type=Hotspot Service (WISPr).

6
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FIGURE 9. Onboarding SSID Configuration on Zone Director

General Options
Name/ESSID* |Lab onboard ssiD [EssiDLab onboard ssiD |
WLAN Usages
Type @] Standard Usage (For most regular wireless network usages.)
Q Guest Access (Guest access policies and access control will be applisd.)
(@ Hotspot Service (WISPr)
() Hotspot 2.0
() Autonomous
Q Social Media
Method ® Open
Fast BSS Transition ()] Enable 802.11r FT Roaming
(Recommended to enable 802.11k Heighbor-list Report for assistant.)
Encryption Options
Method O weaz O wpaMixed ) WEP-64 (40 bit) ) WEP-128 (104 bit) ® None
Options
Hotspot Services Lab Cnboard SSID v
Priority ® high O Low
[+ Advanced Options
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FIGURE 10. Onboarding SSID Configuration on SmartZone

1| Lab Onboard 551D Lab Cnbeard 551D Web

Fl General Options

Name: * |Lab Onboard 51D
SSID: * |Lab Onboard 551D
HESSID:

Description:

El WLAN Usage
Access Network: [] Tunnel WLAN traffic through Ruckus GRE
Authentication Type: * (O Standard usage (For most regular wireless networks)

1 Hotspot (WISPr)

Guest Acoess + Hotspot 2.0 Onboarding
Web Authentication

' Hotspot 2.0 Access

' Hotspot 2.0 Secure Onbearding (OSEN)

' WeChat
=l Authentication Options
Method: * i@ Open MAC Address
[ Encryption Options
Method: " WPAZ WPA-Mixed WEP-64 (40 bits) WEP-128 (104 bits) @ None
[ Hotspot Portal
Hotspot (WISPr) Portal:  * | Lab Hotspot Services v
Bypass CNA: [ Enable

Authentication Service:  * [7] Use the controller as proxy | Lab AAA Auth v

Accounting Service: [T Use the controller as proxy | Lab AAA Acct ¥ | Send interim update every |10

= Options.
Acct Delay Time: ] Enable
Wireless Client Isolation: * () Disable

@i Enable (isolate wireless client traffic from all hosts on the same VLAN/ subnet)
Priority:
F RADIUS Options

* @ High ' Low

[ Advanced Options

NONE

Minutes (0-1440)

Super

Authentication Option Method=0pen.
Encryption Option Method=None.

Select the Hotspot Service created in Task 2.
Enable Bypass CNA.

o o o

e For ZoneDirector, this setting is at the bottom of the screen in the Bypass Apple CNA Feature

section. Check the Hotspot service box.
*For SmartZone, this setting is in the Hotspot Portal Section.

7. Select the Cloudpath RADIUS Authentication Server (SmartZone only).

8. Select the Cloudpath RADIUS Accounting Server (SmartZone only).

9. Leave the defaults for the remaining settings and click OK (or Apply).

8
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Create the Secure SSID

Enter the following values for the secure SSID:

1. Name the SSID.

Type=Standard Usage.

Authentication Option Method=802.1x EAP.

Encryption Option Method=WPA2

Encryption Option Algorithm=AES

Select the Cloudpath RADIUS Authentication Server.

Select the Cloudpath RADIUS Accounting Server (SmartZone only).

© N o 9 &~ WD

Leave the defaults for the remaining settings and click OK (or Apply).

FIGURE 11. Configure Secure SSID on the ZoneDirector controller.
Create New

General Options

Name/ESSID* Lab Secure 551D ESSID|Lab Secure S5ID
Description

WLAN Usages

Type » Standard Usage (For most regular wireless network usages.)

Guest Access (Guest access policies and access control will be applisd.)
Hotspot Service (WISPr)
Hotspot 2.0
Autonomous
Authentication Options
Method Open ® 802.1x EAP ) MAC Address ' 802.1x EAP = MAC Address

Fast BSS Transition Enable 802.11r FT Roaming
(Recommended to enable 802.11k Heighbor-list Report for assistant.)

Encryption Options

Method ® wpaz (O wPA-Mixed ) WEP-64 (40 bit) ) WEP-128 (104 bit) ’ None
Algorithm ® 455 ) Auto (TKIP-AES)

Options

Authentication Server Lab AAA Auth v

ITE RS LT ST Isolate wireless client traffic from other clients on the same AP.

Isolate wirgless client traffic from all hosts on the same VLAN/subnet.
No WhiteList v
(Requires whitelist for gateway and other allowed hosts.)

Zero-IT Activation™ | Enable Zero-IT Activation
(WLAN users are provided with wireless configuration installer after they log in.)

Priority ® High Low
[+ Advanced Options

Ok || Cancel
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FIGURE 12. Configure Secure SSID on the SmartZone controller.

El General Options

Name: * |Lab Secure S50

551Dz * Lab Secure 551D

HESSID:

Description:

[ WLAN Usage

Access Network: Tunnel WLAN traffic through Ruckus GRE
Authentication Type: * @ Standard usage (For most regular wireless networks)

Hotspot (WISPr}

Guest Aocess + Hotspot 2.0 Onbeoarding
Web Authentication

Hotspot 2.0

Hotspot 2.0 Secure Onboarding (O3EN)

WeChat
=l Authentication Options
Method: * Open @ 802.1x EAP MAC Address
£l Encryption Options
Method: * @ WRAZ WPRA-Mixed
Algorithm: * @ AES ALTO (TKIP+AES)
802. 11w MFP: - Disabled @ Capable Required

E Authentication & Accounting Server

Authentication Server: ras Proxy  |Lab AAA Auth v
Accounting Server: oller as Proxy | Lab AAA Aoct. ¥ | Send interim update every 5 Minutes (0-1440)
E Options
Acct Delay Time: [ Enable
Wireless Client Isolation: * Disable
@ Enable (isolate wireless client traffic from all hests on the same VLAN/subnet)
Priority: * @ High Low
Zero-IT Activation: Enable Zero-IT Activation {WLAN users are provided with a wireless configuration installer after they log on)

F RADIUS Options

& Advanced Options

The SSIDs are now configured on the wireless LAN controller. When the user connects to the
onboarding (open) SSID they are redirected to the Cloudpath web page. When the user successfully
completes the enrollment process, they are migrated to the secure SSID.

Select AAA Accounting Server for the WLAN on Zone Director Controller

To use Cloudpath onboard RADIUS Accounting and Connection Tracking, the AAA Accounting server
must be selected for the WLAN.

Note >>

RADIUS Accounting and Connection tracking status can be viewed on the Cloudpath
system, Configuration > RADIUS Server.
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Select RADIUS Accounting server for the WLAN on Zone Director

Editing {eng-Anna40)
General Options
Name/ESSID*

Description
WLAM Usages

Type

Authentication Options
Method

Fast BSS Transition
Encryption Options
Method

Algorithm

Options
Authentication Server

Wireless Client Isolation

Zero-IT Activation™

[WLAH users are provided with wireless configuration installer after they log in.)
Priority ® figh ) Low
A Advanced Options.
Accounting Server anna40 acc v Create New | Send Interim-Update every |10 minutes
™ =, L

eng-Annadd

ESSIDNeng-Annadd

» Standard Usage iFor n
Guest Access (Guest access
Hotspot Service (WISPr)
Hotspot 2.0
Autonomous
Social Media

Open '® 802.1x EAP

MAC Address
Enable 802.11r FT Roaming

802.1x EAP = MAC Address

(recommended to enable 802.11k Heighbor-list Report for assistant.)
] WPA-Mixed WEP-64 (40 bit) WEP-128 (104 bit)
® AEs ) Auto (TKIP=AES)
anna40 ¥ || Create New

Iselate wireless client traffic from other clients on the same AP,
Isolate wireless client traffic from all hosts on the same VLAN/subnet.
telist v || Create New

hitelist for gateway and other allowed hosts )

Enable Zero-IT Activation

None

3.
4.

Scroll down to the Advanced Options section for the Secure SSID configured for Cloudpath.

Expand Advanced Options.

Select the AAA accounting server previously configured for Cloudpath.

Leave the defaults for the remaining settings and click OK (or Apply).

Select AAA Accounting Server for the WLAN on SmartZone Controller

The AAA accounting server was selected during the Secure SSID configuration. No further action is
required. See Figure 10 on page 8.
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